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Preparing for a viva voce examination on computer
communication networks can be daunting. This
comprehensive guide provides a structured approach to
understanding key concepts, tackling common viva
questions, and building confidence for your exam. We'll
cover various aspects, including network topologies, routing
protocols, and network security – all crucial elements
frequently addressed in computer communication networks
viva questions and answers sessions. Our aim is to equip
you with the knowledge and strategies needed to excel.

Understanding the Fundamentals:
Key Concepts in Computer
Networks
Before delving into specific viva questions and answers, let's
lay a solid foundation. A strong understanding of core
concepts is paramount for success. This section will touch
upon several crucial areas, providing the context necessary
to answer more complex questions effectively. Think of this
as building the scaffolding for your knowledge structure,
upon which you can hang the details addressed in the viva.

### Network Topologies: A Structural Overview

Understanding network topologies – the physical or logical
layout of network nodes and connections – is fundamental.
Common topologies like bus, star, ring, mesh, and tree



Computer Communication Networks Viva Questions N Answers

Computer Communication Networks Viva Questions N Answers
2

topologies will likely be discussed. Be prepared to compare
and contrast their advantages and disadvantages regarding
performance, scalability, reliability, and cost. For example, a
viva question might ask: "Compare and contrast the star and
ring topologies. When would you choose one over the
other?" Your answer should include factors like centralized
management in star topologies versus the single point of
failure in ring topologies.

### Routing Protocols: Guiding Data Through the Network

Routing protocols are algorithms that govern how data
packets traverse a network. Key protocols like RIP, OSPF,
and BGP are frequently examined. Expect questions on their
operation, differences, and suitability for various network
sizes and complexities. For instance, a question might ask:
"Explain the difference between distance-vector and link-
state routing protocols, providing examples of each." This
requires knowledge of how each type of protocol works, their
advantages and disadvantages, and the specific examples
like RIP (distance-vector) and OSPF (link-state).
Understanding the concept of convergence time is also
crucial.

### Network Security: Protecting Data Integrity and
Confidentiality

Network security is a critical aspect of computer
communication networks. Expect questions on various
security threats, vulnerabilities, and countermeasures. This
includes topics such as firewalls, intrusion detection systems
(IDS), encryption techniques, and access control lists (ACLs).
A viva question could involve discussing the role of firewalls
in network security and the different types of firewalls.
Preparing examples of real-world security breaches and the
measures used to prevent them will strengthen your
answers. The keywords here are network security
protocols, encryption algorithms, and firewall
configurations.

Common Computer Communication
Networks Viva Questions & Answers
This section directly addresses frequently asked questions
encountered during viva examinations. We'll provide model
answers to guide your preparation and demonstrate
effective response techniques. Remember that clear, concise
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explanations are key.

Q1: What are the different layers of the OSI model, and what
are their functions?

A1: The OSI model consists of seven layers: Physical, Data
Link, Network, Transport, Session, Presentation, and
Application. Each layer performs specific functions, enabling
seamless communication between devices. For example, the
physical layer deals with the transmission of raw bits, while
the application layer handles user-level applications. You
should be able to detail the function of each layer
individually and explain how they interact.

Q2: Explain the concept of TCP/IP and its relationship to the
OSI model.

A2: TCP/IP is a suite of communication protocols that form
the foundation of the internet. While not a direct mapping, it
relates to the OSI model; TCP corresponds roughly to the
Transport layer, providing reliable, connection-oriented
communication, while IP corresponds to the Network layer,
handling addressing and routing. This answer showcases the
relationship but also acknowledges the differences.

Q3: Describe the difference between unicast, multicast, and
broadcast addressing.

A3: Unicast addresses a single recipient, multicast
addresses a group of recipients, and broadcast addresses all
recipients on a network. You could expand by giving
examples of each type in real-world applications.

Advanced Topics and Emerging
Trends
Beyond the fundamentals, prepare for questions on more
advanced topics and current trends in computer
communication networks. These might include software-
defined networking (SDN), network virtualization, cloud
computing, and the Internet of Things (IoT). Familiarity with
these areas demonstrates a comprehensive understanding.
Questions here may involve discussing the advantages and
disadvantages of SDN over traditional networking methods
or the security challenges related to IoT devices. Mentioning
relevant research papers or current industry news is a way
to stand out.
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Conclusion: Mastering Your
Computer Networks Viva
Successfully navigating a computer communication
networks viva requires a well-structured approach.
Understanding fundamental concepts, practicing answering
common questions, and exploring advanced topics are
crucial steps. By combining thorough preparation with clear
and concise communication, you can confidently
demonstrate your expertise and achieve a successful
outcome. Remember, it's not just about knowing the
answers but about being able to articulate them clearly and
confidently.

Frequently Asked Questions (FAQ)
Q1: What is the difference between a router and a
switch? A router operates at the network layer (Layer 3) of
the OSI model and forwards data packets between networks,
using IP addresses. A switch operates at the data link layer
(Layer 2) and forwards data frames within a single network,
using MAC addresses. Routers connect networks; switches
connect devices within a network.

Q2: What is network congestion, and how can it be
managed? Network congestion occurs when the amount of
data sent exceeds the network's capacity, leading to delays
and packet loss. Management techniques include traffic
shaping, Quality of Service (QoS) mechanisms, and
increasing network bandwidth.

Q3: Explain the concept of a subnet mask. A subnet
mask is used to divide a network into smaller subnets. It
helps determine which portion of an IP address identifies the
network and which portion identifies the host.

Q4: What are the different types of network cables?
Common types include twisted-pair cables (used in Ethernet
networks), coaxial cables (used in older networks and cable
television), and fiber-optic cables (used for high-bandwidth
applications). You should be able to explain the advantages
and disadvantages of each.

Q5: What are some common network security
threats? Threats include Denial-of-Service (DoS) attacks,
malware, phishing attacks, man-in-the-middle attacks, and
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unauthorized access.

Q6: What is the significance of DNS in computer
networks? The Domain Name System (DNS) translates
human-readable domain names (like google.com) into
machine-readable IP addresses, enabling users to access
websites and other internet resources using friendly names
instead of numerical addresses.

Q7: Explain the concept of a VPN (Virtual Private
Network). A VPN creates a secure, encrypted connection
over a public network like the internet. It allows users to
access private networks remotely and protects data from
eavesdropping.

Q8: What are some emerging trends in computer
networking? Emerging trends include Software-Defined
Networking (SDN), Network Function Virtualization (NFV), the
Internet of Things (IoT), edge computing, and 5G and
beyond mobile networks. Each offers potential benefits but
also presents new challenges.

Computer Communication Networks
Viva Questions & Answers: A
Comprehensive Guide
Navigating the complex world of computer communication
networks can feel like traversing a vast and occasionally
bewildering landscape. Understanding the fundamentals is
crucial, and for students, the viva voce examination often
represents a significant hurdle. This article aims to clarify
some of the most common viva questions related to
computer communication networks and provide detailed
answers, helping you get ready for your exam with
confidence.

Key Concepts and Their Implementations:

The viva examination will likely test your understanding of
several core network concepts. Let's examine some of them:

1. Network Topologies: This is a foundational area. You
should be ready to discuss different topologies like bus, star,
ring, mesh, and tree, their strengths, weaknesses, and ideal
uses. For example, a star topology is perfect for small office
networks due to its single-point management, while a mesh
topology is more robust but more pricey to deploy.
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2. Network Protocols: A deep knowledge of networking
protocols is crucial. You'll likely be asked about the role of
protocols like TCP/IP, HTTP, FTP, SMTP, and DNS. Be ready to
explain how they function, their layered architecture
(especially the TCP/IP model), and how they contribute
reliable and optimal data transfer. For instance, explain how
TCP ensures reliable data delivery using acknowledgements
and retransmissions, in contrast to UDP's faster,
connectionless approach.

3. Network Security: With the increasing importance of
cyber security, you can anticipate questions on network
security measures. This might include topics like firewalls,
intrusion detection systems (IDS), virtual private networks
(VPNs), and encryption techniques. Be able to discuss their
mechanisms, benefits, and weaknesses. You might be
questioned to compare and contrast different security
protocols and their applications.

4. Routing Algorithms: The effective routing of data
packets is essential in large networks. Be prepared to
discuss different routing algorithms, including distance-
vector routing (like RIP) and link-state routing (like OSPF).
Explain how they operate, their benefits, and drawbacks. A
good example would be explaining the difference between
how RIP uses hop count and OSPF uses link costs to
determine the best path.

5. Network Performance: Understanding and evaluating
network performance is essential. This area might cover
topics such as bandwidth, latency, jitter, and throughput. Be
prepared to discuss how these metrics are measured and
their consequences on network effectiveness. You could be
asked about techniques for optimizing network performance.

Practical Uses and Approaches:

The knowledge gained from understanding computer
communication networks has extensive practical
implementations across various sectors. From designing and
operating enterprise networks to developing cutting-edge
network applications, a solid grasp of these concepts is
essential.

Implementing these concepts involves careful planning,
design, and deployment of network components. This
includes selecting fitting hardware and software, configuring
network devices, and tracking network performance to
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ensure effective operation.

Conclusion:

Mastering computer communication networks requires a
thorough understanding of its basic principles and practical
uses. By meticulously reviewing the concepts outlined above
and practicing your descriptions, you can successfully
navigate your viva examination and build a solid foundation
for your future in this ever-evolving field.

Frequently Asked Questions (FAQs):

Q1: What is the difference between TCP and UDP?

A1: TCP (Transmission Control Protocol) is a connection-
oriented protocol providing reliable data transmission with
error checking and retransmission. UDP (User Datagram
Protocol) is connectionless, offering faster but less reliable
transmission, suitable for applications where speed
outweighs reliability (e.g., streaming).

Q2: What are the benefits of using a virtual private
network (VPN)?

A2: VPNs enhance network security by creating an
encrypted tunnel between a user's device and a remote
server, protecting data from interception and ensuring
privacy, especially on public Wi-Fi networks.

Q3: How does DNS work?

A3: DNS (Domain Name System) translates human-readable
domain names (like google.com) into machine-readable IP
addresses, allowing users to access websites and services
using easily remembered names instead of numerical
addresses.

Q4: What is network congestion and how can it be
mitigated?

A4: Network congestion occurs when excessive data traffic
overwhelms network capacity, leading to slower speeds and
dropped packets. Mitigation strategies include Quality of
Service (QoS) mechanisms, bandwidth upgrades, and traffic
shaping.
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